N\
\
g

i

€

1
4

UNCSW

STUDY GUIDE

AGENDA
ECHNOLOGY-




CONTENTS

INTRODUCTION TO

04. THE UN
COMMITTEE

05. OVERVIEW
o6 INTRODUCTION
. TO THE AGENDA
O7. STAKEHOLDERS
09. CAUSES
1L IMPACTS

13. PAST UN ACTIONS




CONTENTS

PAST

14. INTERNATIONAL
ACTIONS

QUESTION A

16. RESOLUTION MUST

ANSWER

17. BIBLIOGRAPHY




INTRODUCTION TO THE UN

The United Nations is an international organization
founded in 1945. Currently made up of 193 Member
States, the UN and its work are guided by the purposes
and principles-contained-ifiits-founding Charter. The UN
has evo ?ﬂ/ OVelLs the years to-keeppace with a rapidly
changi ,gji,ysforl_.d. But one-thing. has{stayed-the\same: it
rema’inéftf’le on¢’ place on -Earth’ where, all ‘the ‘world’s
nations’can /gather together; discuss common, problems,
and fmd shared solutions that benefit all of humamty

The main purpose of; the ,zUnited Nations is tg ‘maintain
international ' peace and securlty, develop Mriendly
relations among’ natiors, promote ‘Human/ rights, and
encourage international coopération in addressmg global
challenges. The organization serves as/a global platform
where countries-ean_collaborate to ‘addres§ common
challenges such- as_,_,,_cqn_fhct, poverty; inequality, climate
change, and humanitarian crises. It operates under the
principle of sovereign equality, where every member
state has equal representation in the General Assembly,
regardless of its economic or political stature. Through
its various organs, agencies, and offices located in New
York, Geneva, Vienna, and Nairobi, the UN continues to
play a central role in promoting peace, security,
development, and human rights worldwide.
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COMMITTEE OVERVIEW

The Commission on the Status of Women (CSW),
established in 1946 by ECOSOC Resolution, is the
principal global mtergovemmental body exclusively
dedicated t romotion..-of gender\@quallty, equal

rights, ee ﬁgwerment of women. It mon}tors
reviews pyalses progress made \as “well| as the
obstayg noountered on 1nternat1onal commltments It

also iden ifies issués Women face globally, i.e the rise of
Al l‘lée;)ﬁakes Cruc1ally, UNCSW isTnot legally bnh/dmg,
rather/ jit's a funct}onal cominission of ECOSOC /and
pr1mar11y operates as a delﬁeratwe an/d adv1sory body
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INTRODUCTION TO THE
AGENDA

Artificial  Intelligence is  revolutionizing  digital
communication and increasing efficiency as

well as automation of day-to-day tasks, but there is an
underlying thr€at of, technology -faeilitated gender-based
violence/Millionss ot weten and girls are affected by
digital abuse and ftechriology-facilitated, violence) every
year. Studles suggest that between 16 'and 58 per/cent of
women’ have experienced this typeof violence.

Technology—Facﬂltated Gender-Based Vlolence (TFGBV)
refers to'any act.of vidlence, or abuse that is committed,
assisted, aggravated, or amphfled through the use of
Information' and Commumcatlons _Pechnologies(ICTs),
digital platforms, or emerging tech. Encompassmg harms
such as. nensconsensual image- ~baséd’/Sexdal abuse
(including deepfakes),, doxxing, - cyberstalkmg, online
harassment, and-targéted disinformation campaigns,
TFGBV exists on a direct continuum with offline gender-
based violence. It disproportionately targets women,
adolescent girls, LGBTQIA+ individuals, journalists, and
political leaders, violating fundamental human rights and
forcing marginalized groups to self-censor or withdraw
from public life.
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STAKEHOLDERS

1. Female Population: Face non-consensual sharing of
intimate images (NCII), cyberstalking, deepfake abuse,
doxxing, and systemic online harassment. It results in
severe psychologlcal trauma (anxiety,~ depression,
self—ham/l)/ social,isefation, physical’safety.risks from
onling-to= offlihe éscalation, anda."chilling effect”

where Wi¢tims self—censor or’(withdraw from' digital
spaces entirely.

2. \Member -States { & /||National, Governments:
Governments', are r'espo'fnsible under’ international
human rights law’(including CEDAW)/to ensure ptblic
safety; uphold freedom of, expreséion and.maintain
the rule of law across both phy31cal and digital
environments: L '

3. Technology Companies & Software Developers:
Social media corporations, generative Al firms,
messaging services, device manufacturers, and web
hosting providers. Platforms face increasing legal
scrutiny, fines, and compliance mandates. Tech firms
bear the operational burden of balancing automated
detection (e.g., stopping deepfakes or hate speech)
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against user privacy and free expression rights. Failure to
mitigate systemic abuse damages brand trust, drives
high-profile users off the platform, and creates unsafe
digital environments.

4. Non-governmental Organisations and
International Bodies: Grassroots NGOs, digital rights
groups, and frontline service.providers are the
primary/ /réspondefs _offering '\ legal, medical, and
psychologicall aid to] survivors. They face “a‘\surge in
demand /for/specialized, digital 'saféty' support;. forensic
assistance, 'and ' shelter: services without |adequate
international or state“funding. They push the \UNCSW
agendd | to hold both. governments, and tech / giants
accountable, ensuring.that regulatory frameworks.adopt
a survivor-centered, /intersectional human’ rights
approach.

5. International Bodies & Multilateral Agencies (UN
Women, UNFPA, “JITU, OHCHR). - International
organizations establish global normative frameworks,
coordinate cross-border policy standards, and
facilitate multi-stakeholder consensus on digital
rights. UN bodies work to bridge conflicting global
interests—balancing the right to online safety with
freedom of expression and privacy rights—while
developing global indicators to measure digital
violence.
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CAUSES

1. Root Causes in Gender Inequality and
Discriminatory Social Norms:

Like all forms of violence against women and girls,
technology-facilitated .wiolence-.is rooted in gender
mequahty Aand discriminatory-.gender norms. Digital
spaces |/ reflect reinforcey -and.\ exacerbate" |systemic
structural-gender/inequality-as.well as patterns-of
harmful‘masculinities that.drive it, Deep-seated-cultural
and, \secial _norms/ that. reinforce male authority,
entitlement, \power- and-control over women, and/ that
trivialize\ or excuse \violence and ,Stigmatize survivors,
contribute to the persistence of such Violence.

2. Weapomzatlon of M1s1nformat10n and_Digital
Tools Against Public Figures: " '
Technology-facilitated vielence-is aggravated by rampant
misinformation-and_disinformation-fuetted-by technology
and the surveillance, censorship and violence enabled by
the digital sphere. This is creating a hostile digital
environment for women and girls, particularly marked by
cyberbullying, harassment and threats of violence,
targeting women human rights defenders, women’s
rights activists and women engaged in public life. In this
context, digital violence is being used as a political tool to
restrict civic spaces, delegitimize and silence women’s
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voices, undermine their advocacy and activism across
online-offline spaces and weaken progress on women’s
rights, TFGBV prevention and accountability efforts.

3. Gap in judicial and legal system:

Women are not sufficiently protected from-digital harm
by globaI legal syStems, with fewerthan 40 perieent of
countries eriminalising”Cyberharassment. Existing
leglslatlon cannot adapttast enough to the rapid
deyvelopments in technology and dees not cover the full
spectrum of digital/abusé. Furthermore, the transnational
nature jof cyberoffences’generates significant
jurisdictional issues for lawenforcément agencies,.and
there are no commeon international-standards for the
sharing of digital evidence. Withoutlegal protections or
trained officials, perpetratofs rarely facereal
consequenees. That sends a painful meSsagé to-survivors
that the system.won‘t protect them.
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IMPACTS

1. Political and Civic Impacts:

TFGBV discourages women from participating in politics,
journalism, and public life through online harassment,
threats, and infimidation. This-restricts fréedom of
express;oh and ity lowers women's-participation'in
de(:131on makmg

2. Economic Impacts:

They c¢an lose their jobs, theéy ¢an have their reputations
destroyed, have-theit, identities-stolen, and they can/be
the victims of financial fraud They/may also bear the
costs of legal action, cybersecurity/and mental health
support, limiting their economic potential.

3. Psychelogical Impacts: ,

TFGBV can cause anxiety, depressmn stress, fear and low
self-esteem. “Online abuse can also lead to trauma,
withdrawal from social interaction and long-term mental
health problems.

4. Social Impacts:

Many victims avoid going online or reduce their digital
footprint because they are afraid of harassment. This
diminishes social engagement, access to opportunities,
and freedom of expression.
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5. Educational Impacts:

Cyberbullying and online harassment can negatively
impact students’ academic

performance, confidence, and participation in digital
learning. In extreme cases, victims
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PAST UN ACTIONS

1. UN General Assembly Resolution A /78 /213
(2023):

Officially categorized cyberstalking, non-consensual
image ﬁlg, and doxxmg as-forms‘ef gender-based
violenc/h7a gmg StI‘ICt due dlllgence from tech'platforms.

2. UN}FPA Life Cours_,é Framework (2026):

Inti"oduced localized toolKits'and considerations to
safeguard youth navigating emerging Al environments
and metaversé.spacess . / '

3. UN Human nghts Counc1l Resolutlon 53 / 21
(2023): A 7
Targeted-the online protection of womén human rights
defenders-and journalists; pressing states to update local
penal codes to addre-s_sﬁf/digital crimes. g

4. UN Women Global Strategy (2025):

Established a unified multilateral roadmap and a shared
global research agenda to track and respond to digital
abuses.
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PAST INTERNATIONAL
ACTIONS

1. The Budapest Convention on Cybercrime (2001 &
2022 Protocols):

This stands as the first international treaty addressing
internet and’ computer crimes by harmonizing national
laws a d/ 14nprovmg investigative techniques.Its recent
updatmg protocols explicitly target the rapid crosss
border gdthering of dlgltal evidence, which is essential
for prosecuting international perpétrators of
cyberstalking and non=consensual image dissemination.

2. 'The Istanbul Corivention (2014)./

Widely recognized as the most compr‘eﬁensive regional
legal'framework, the.Coungilof Europe's treaty.on/
preventing and combating violence againgt wotmen
explicitly:covers-acts committed in thé digital-sphere. It
legally obligates Stat}_r_e,'Pérties to criminalize
psychological violencé-and harassment carried out via
digital communication tools.

3. The G7 Global Partnership for Action on Gender-
Based Online Harassment and Abuse (2022):

Launched as a collective international effort, this
partnership brings together countries including the
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United States, the United Kingdom, and Australia. The
coalition specifically targets the misuse of algorithmic
technology and works to build global corporate
accountability standards for tech monopolies.

4. The European Unlon Digital Services Act (DSA)
(2024): 1/ L

This laédmark mtemat1ona1 regulatlon forces major tech
conglomerates and sociakmedia networks operating
across/Europe to complyswith-strict algorithmie
transparency-The act imposes massive-financial penaltles
on platforms failing to,quickly mitigate

illegal online hate speéch; targeted/digital haragsment,
and deepfake distribution, :
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QUESTIONS A RESOLUTION
MUST ANSWER (OARMA)

1. How is TFGBV defined legally and technically?

2. Should private social media.companies be legally
ithms, or'sh_Qul {et them

police | I | \ N\ % \R
3. H[o. l s'{ %rder Legal ﬁnforcement a}nd 1\
Jur\si ion be harm@mzefd?l yal \'V2

VN5 17 \ f/
4. Wha& direct sujpp\@ ); 1ﬁfr sjtructgre must Sta?es
guarantee for survivors, if a(hy / /

at the source? y / /¢
6. How w111 progﬁass
Member States?

7. How can digital literacy and preventative education be
integrated globally?

8. How can international aid help poorer regions to
investigate cybercrimes?
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