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TOTHETJ

The United Nations is an international organization founded
in 1945. Currently made up of 193 Member States, the UN and
its work are guided by the purposes and principles contained
in its founding Charter. The UN has evolved over the years to
keep pace with a rapidly changing world. But one thing has
stayed the same: it remains the one.place on Earth where all
the W(‘)—‘I;?%‘S /ﬁatlonsr can_gather~together, discuss. common
proble: and fmd shared solutionsthat benefit all of
humamtyf '

The! méin purpose [of the United Nations is to,‘maintain
international peace land security, develop friendly| relations
among/ hations; promote human rights, and encourage
international cooperation in ( raddressing’ global challénges.
The organization serves as a global platform where countries
can collaborate toaddréss commor.~challenges/” such as
conflict, ~_poverty, mequahty, ~climate . change and
humanitarian “erises. It operates under” the pr1nc1ple of
sovereign equality, where—every- membe;f state” has equal
representation=in—the- 'General Assembly;regardless of its
economic or political stature. Through its various organs,
agencies, and offices located in New York, Geneva, Vienna,
and Nairobi, the UN continues to play a central role in
promoting peace, security, development, and human rights
worldwide.
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COMMITTEE OVERVIEW

UNICEF is the United Nations agency dedicated exclusively
to children, from vaccines and nutrition to education, child
protection, and, increasingly, children's rights in digital
spaces. Its work is guided by a rolling Strategic Plan,
currently organised aroumnd™ five~goal areas, of which is
children p ectlon from vielenceyexploitation, and abuse. It
supports/éo 'rnments in_drafting. child-friendly laws and
policies,| furids and rufis _protection ‘programmes, on the
ground, produces research and data ‘that other actors rely
on, and Dbrings together governments 1ndustry, and ¢civil
society/ around shared standards \\V/

UNICEF cannot pass b1nd1ng 1nternatlona1 law, prosecute
offenders, | or compel a state' to change its ' domestic
legislation;  its recommendatlons carry- ‘political and“moral

weight, . net legal force:™ It de’pends entirely /on_ Voluntary
contributions " rather than assessed UN dues so its
programming_ is shaped. hywhat -donors~choose-to fund. It
also works by invitation < respecting. national sovereignty
means UNICEF partners with governments rather than
acting unilaterally inside their borders.
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TO THE AC

Roughly four in five young people worldwide are online, and
that number keeps climbing as connectivity spreads and
children start using devices at younger ages. The internet
gives children access to education, creative expression, and
connection, but it has also beeome a space where they can
be groomed, esploitedsbullied, and profiled, §o‘met1mes [0)%
i rpe/s by the very platforms des‘igned to

This ag c/a matters nowbeéause the pace of technologlcal
chaﬂgeﬁas outrun the pace of regulatlonMﬂhons of reports
of child/sexual eXPIOItQtIOI} are flled every year, generat; e Al
has! opened entirely newfcategorles of harm, and states aTe
experimenting with'very dlff,etrent solutléns ~ from strfct age
limits to pla%form de51gn rules = w1thout/a{y real/ Consensus

on what works. ~(7//¢ Ny
‘,_ /J" ..I::,-. r::/é’f_/- //{ r
Vi J L
S S ==y
- P Ve y _— =il
S/
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KEY DEFINITIONS

Digital Environment: the internet, mobile devices, and
digital services considered together - the space within
which children's rights must be respected, protected, and
fulfilled, per General Comment No. 25.

Child Sexual buse Materlal (CSAM): “images;.videos, or
other co 4 t, deptctmg the sexual abuse.or exploitation of a
child; the/ 1a’rgest smgle category of‘harm reported to child-
protectlon hotlines. / /

Onli'nef,...-Child Sexual EXploitéﬁon and‘Abuse(OCSEA): an
umbrella/term covering CSAM, grooming, sextortion, and
other technology-facilitated. sexual crimes against Children.

Grooming and Sextortion./ groommg is the proceéss, of
building a-child's trust;typically’online;in order to abuse or
exploit them later; sextortion is a form of entlcement bl
which a child.is"coereed into providing sexual 1mages or
acts, often under threat Gf exposure o

Age Verification / Age Assurance: technical or procedural
methods used to confirm a user's age before granting access
to a platform, ranging from self-declaration to ID checks and
facial-age estimation.
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Duty of Care / Safety by Design: a regulatory approach
requiring platforms to assess and mitigate risks to users, and
to build safety into a product's design from the start rather
than reacting to harm after it occurs.
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HISTORICAL CONTEXT

1989 - Convention on the Rights of the Child: the
foundational, near-universally ratified treaty establishing
children's rights to privacy, protection from exploitation, and
access to information.

2000/2002 - _f,ptlon,al Protocol on the Sale of Children, Child
Prostitutior fa,nd Child, Pornography (OPSC): adopted by the
General Assembly in/2000"and in forcefrom 2002;this was the
first bmdmg internatiohalifistrument specifically requiring
states|to’criminalise child sexual exploitation material and
related offences, laymg the degal foundation later extended
online. "

. _/"

2012-2016 - Formation of WeProtect Global Alliance: two
separate initiatives ~the Glébal Alliance Agamst Child Sexual
Abuse Online (2012) and WePROTECT(2014) - merged in 2016
into a single multi-stakeholder coalition coordmatmg the
global response-to online child sexual exploltatlon

p ’ =

2021 - General Comm'en‘lf Xo. 25: the Committee on the Rights
of the Child's landmark clarification that the Convention
applies fully online, following consultation with over 700
children worldwide.
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2022-2023 - First binding platform-regulation laws: several
jurisdictions introduced statutory duties requiring major
platforms to assess and mitigate risks to children, with
significant financial penalties for non-compliance.

2024 - Expanded mandatory reporting duties: legislative
changes in multiple countries broadened platforms' reporting
obligations to include child sex trafficking and online
enticement, not just CSAM, substantially increasing the
volume of reports reachingotlines:

2024-2026'#The plinimum-agelegislation wave: a growing
numbef of/States/acroOss)several regions beganiadopting or
proposing minimum-age réquirements for social media
accounts,with widely varying;implementation timelines and

enforcement models.
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CURRENT SITUZ

Major reporting hotlines now receive over 20 million reports
of suspected child exploitation annually, and reports linked
to generative Al - including deepfake imagery and Al-
assisted grooming — have grown-from a few thousand to well
over a million’in just, 0 years. Cyberbullying'and peer-to-
peer hardssment r/ €main w1despread andsare con31stently
linked/ alp g’§ d¢ onhne sexual abuse; to the ¢clearest
ev1dence of harm to chlldren s mental health.

States ,are currently spht between two broad regulatory |
philosophies: restrlctmg who-can access platforms through
minimum’age laws, or régulating how platforms are desighed
and operated for evéryone through duty—of*care and safety-
by-design rules. Both approaches depend on reliable‘age
verification, which remains technically 1mperfect and raises
its own pr1vacy and surveillance concerns. / /P

Meanwhile, commerelal dﬁta profﬂmg, algor1thm1c content
amplification, and the tension between end-to-end
encryption and detection capability continue to complicate
enforcement, and roughly a third of the world's children still
lack meaningful internet access at all - meaning the risks and
the protections discussed in this guide are distributed very
unevenly around the world.
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ROOTC.

Technological change: consistently outpaced the legal and
regulatory frameworks meant to govern it, leaving gaps that
new harms, such as Al- generated exp101tat10n material, can
exploit be/fo rulefl catch up- |

Commergl/l/ engagement—drlven business models reward
design features - infinite scroll, algérithmic recommendation,
streaks; and notifications — that maximise time on platform
Wthh can conflict w1th childs safety objectives. |

Enforcement and regulatoryf capamty hlghly uneveén, |/
between states, so the same global platforms are policed far
more, con31stently in some markets than others.

Lack of unlversallty there’s no smgle harm’omsed
internationaHegal definition of key offences orathiversal
cross-border cooperatlon mechanlsm ‘which slows
investigation and prosecution of crimes that routinely cross-
national borders.

Digital literacy: digital literacy among children, parents, and

educators has not kept pace with how quickly children adopt
new platforms and technologies.
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Privacy-orientation: privacy-preserving technologies: such
as end-to-end encryption, while valuable for security and
free expression, can also limit platforms' technical ability to
detect and report abuse.
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STAKEHOLDERS

Children and Minors: vulnerability varies significantly by age,
and children are rarely consulted directly in the policies
designed to protect them.

Parents a aK(Zareglvers the frontline-of supervision at home,
k’'the tools,te€chnical knowledge, or. time to

but ofte r?/f
monite hﬂﬁren S onlme activity effectively:

Govern_ments and Nati_onal Regulators:. responsible for
legislating and-enforcifig protections, balancing child'safety
againsf competing rights to privacy and free expressiony/and
often conhstrainéd by limited };échnical and financial|capacity.

Technology'and Social Media Companiesy/control platform
design; content modération, and report‘ihg practices; face
growing legal obligations but also Commerc,lal mcentlves that
can run counter to chlld safety goals. —

Educators and School”sfi',,.r-p'cj)’éitioned toﬁﬁdelivér digital literacy
and early intervention, but frequently lack standardised
curricula, training, or resources to do so effectively.

Law Enforcement and International Cooperation Bodies:
investigate and prosecute offences that often cross borders,
but depend on platform cooperation, cross-jurisdictional legal
tools, and resourcing that varies widely by country.
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Civil Society and NGOs: operate hotlines, provide victim
support, and advocate for stronger protections, often serving
as the main source of independent data and accountability.
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EFFECTS /1

ACT

Psychological and emotional harm: exposure to sexual
abuse, exploitation, or bullying is consistently linked to
anxiety, depressmn and other-mental- health consequences
for affect | ’ |

Safety a1 dghyél'ical" risk? online grooming and enticement
can escalate into/offline abuse traff1ck1ng, or other physical
harm./ |

Long—term prlvacy and digital footprint risk: data collected
from children can be retained, shared, or exploited |
commercially long after it-was first gatheljed.

Educational and deVélopmentél’ effects: both exce’éSiife
exposure.to-harmful content and overly restr1ct1ve dccess
can disrupt learnmg, soc1allsat10n and sk1ll development

_,,/ ’

Economic and institntibnal costs: compliance obligations
affect platform operating costs, while investigation and
victim support place a growing burden on law-enforcement
and social-service budgets.

Erosion of trust: repeated exposure to abuse or exploitation

online can undermine children's and families' trust in digital
tools that also offer reliable educational and social value.
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United Kingdom: The Age Appropriate Design Code
(Children's C e){ Enforced under-the Data Protection Act
2018, the )rifor ) atlon Commissioner's Office (IC‘)
introduce

and’mark stattitory code forcing tech-platforms
to demgn/serwces w1th child'safety embedded by default, The
code ma,rfdates strict prlvacy settings;bans dark patterns that
trick} chfﬂdren inte sharing data, disablés-location tracking/by
default, and limits profiling for.behavioral advertising, Ma]or
tech companies adjusted, thelr/global features to comply,Such
as YouTube making defatilt uploads prlvate for teens and~
Instagram disabling dlrect messaging between adults and
unrelated minors. The UK model shifted regulatory pohcy from
passive content moderation t0 proactive ' 'saféty by design”
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United States: FTC Regulations & COPPA Enforcement
Against Major Tech: The Federal Trade Commission (FTC)
enforces the Children’s Online Privacy Protection Act (COPPA),
targeting tech platforms that illegally harvest data from
children under 13 without verifiable parental consent. High-
profile enforcement aetions—=including multi-hundred million
dollar fin€s and mandatory privacy restructuring-against major
social platforms dndgamifig companies—highlighted systemic
abuses in‘algorithmic profiling and micro-targeted'advertising
aimed at'youth. These enforcement actions established
precedent for corporateliability and forced platforms, to
segregate’child-directed content, disable personalized
tracking /on minor-centric hubs, and-implement strict age
gating'mechanisms.

Australia: eSafety Commissioner & Age-Verification Mandate:
Australia created the world's first dedicateddndependent
governmentregulator-for online safety, the‘eSafety
Commissioner,.empowered-by the Online-Safety Act 2021. The
agency holds broad powers to compel'platforms to remove
severe cyberbullying, non-consensual intimate images, and
explicit content within strict timeframes, leveraging heavy civil
penalties for non-compliance. Australia has also led trials into
mandatory age-verification technologies (such as facial
estimation and digital ID verification) to restrict minors' access
to explicit content and social media platforms.

18

UNICEF Study Guide



United States: FTC Regulations & COPPA Enforcement
Against Major Tech: The Federal Trade Commission (FTC)
enforces the Children’s Online Privacy Protection Act (COPPA),
targeting tech platforms that illegally harvest data from
children under 13 without verifiable parental consent. High-
profile enforcement aetions—=including multi-hundred million
dollar fin€s and mandatory privacy restructuring-against major
social platforms dndgamifig companies—highlighted systemic
abuses in‘algorithmic profiling and micro-targeted'advertising
aimed at'youth. These enforcement actions established
precedent for corporateliability and forced platforms, to
segregate’child-directed content, disable personalized
tracking /on minor-centric hubs, and-implement strict age
gating'mechanisms.

Australia: eSafety Commissioner & Age-Verification Mandate:
Australia created the world's first dedicateddndependent
governmentregulator-for online safety, the‘eSafety
Commissioner,.empowered-by the Online-Safety Act 2021. The
agency holds broad powers to compel'platforms to remove
severe cyberbullying, non-consensual intimate images, and
explicit content within strict timeframes, leveraging heavy civil
penalties for non-compliance. Australia has also led trials into
mandatory age-verification technologies (such as facial
estimation and digital ID verification) to restrict minors' access
to explicit content and social media platforms.

19

UNICEF Study Guide



European Union: The Digital Services Act (DSA) & Systemic
Risk Audits: Under the EU’s Digital Services Act, Very Large
Online Platforms (VLOPs) are legally required to assess and
mitigate systemic risks to minors, including mental health
impacts, addiction loops, and-expesure to harmful content.
The DSA strictly prohibits targeted advertising'to.minors based
on profiling ot sensitive’'personal data. Regulators-enforce
these obligations/thpéugh'mandatoryindependent audits and
fines reachihg up t6 6% ofd firm's global annual turnover. EU
enforcement shifts focus'toward algorithmic accountability,
compelling platforms to overhaul recommendation engines
that push/dangerous content rabbit'holes to young users.

South Korea: Anti-Addiction.Measures & Real-Name
Verification Systems: The government introduced thé
"Shutdown Law", (Youth Protection Act'amendment); which
restricted-minors under 16 from accessing onliné-gaming
platforms during-evernight hours. While-the law-was later
phased out in favor-of-a fl€xible "Choiee System* allowing
parents to set limits, South Korea maintains strict real-name
identification verification (using mobile phone numbers or
resident registration numbers) across online platforms. This
framework minimizes underage access to restricted services
and combats anonymous online harassment.
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KEY INTERNATIONAL BODIES

UN Committee on the Rights of the Child: the treaty body that
monitors sta eomphance with the Conyentiofrand its
Optional f cols and 1ssued General Comment N©. 25 on
the dlgltal i | |

Internatlonal Telecommunlcatlon Union (ITU): publishes the
Gu1de11nes on Child-Online Protéection and coordinates a
multi-stakeholder network of goyernments, industry, and civil
society on/child online safety. standards.

WeProtect Global Alllance A multl stakeholder coalition
coordlnatlng national and international responses tor on11ne
child sexual exp101tat10n throtigh its Model L\Iatlonal Response
framework: 4

- 7_/'

INTERPOL: supports cross“border law-enforcement
cooperation on crimes against children, including through its
International Child Sexual Exploitation database, which helps
investigators identify victims and offenders across
jurisdictions.

UNESCO: promotes digital literacy and media education, and

coordinates the International Day against Violence and
Bullying at School, Including Cyberbullying.
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PAST SOLUTIONS AND
FRAMEWORKS

Convention on the Rights of the Child (1989) and its Optional

Protocol on the Sale of Chlldren Child-Prostitution and Child
hy. __"'000/2002) the core binding legal foundation

for child Iz;" Cthl’l later exXtended to dlgltal contexts.

General, Comment \( 4 (2021) authorltatlve guidance
conflrm,;mg that-all-rights inthe Convention-apply fully.in the
digital enyironment,and ditecting states on implementation.
ITU Guidelines on Child ©nline Protéction #a periodically
updated, multi-stakéholder framework offering practical
recomtfnendations for gevernments, _,i_,ndﬁ'stry, and ed-uca'-tors.

WeProtect Global Alliance Model National Response a
voluntary frameworksupportmg states in building coordinated
policy, criminal-justice, “and victim- supportresponses to
online exploitation.

National regulatory experiments - including duty-of-care
platform legislation, mandatory-reporting laws, and minimum-
age requirements - which, while not internationally
coordinated, offer a growing evidence base on what different
regulatory models achieve in practice.
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UNICEF-industry partnerships and safety-by-design toolkits
— voluntary technical guidance encouraging platforms to build
child-safety considerations into products from the design
stage.
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QUESTIONS A RESOLUTION
MUST ANSWER

1.How should the international community balance
children's right to protection online with their rights to
pr1vacy, freedom of e/xpresslon and access to
2 ' 4 = \“*-._,

e = \

4 o L
,4‘77_—"' : | - [ b b
> : - A ‘l\
\\ 7 v ': b A\ . 1
N b N

A untablhty be b,alanced agamst mnovatlon and the
*pra’?t‘ncal limits of enforcement? - \\/ /
3.Should mtematlorial/pohiey favotr’ age- restrlctron f
models, platform de31gn,and duty—of cafe models or
some Combmatlon? \_r /.-/
4.How-can the mternatlonal commumty /r( rréw /the gap ih
enforcement capacity between well- resoureeﬁ/ and
under- resourceel stai/ s without: Qompromlsmg national

sovereignty?

5. What role should children, parents, and educators play
in shaping digital-safety policy, and how can their
perspectives be meaningfully incorporated into
international frameworks?
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6.How should international frameworks address harms
created by emerging and future technologies, such as
generative Al, given that today's solutions may not
anticipate tomorrow's risks?

7.To what e;xtent if, any, should privacyspreserving
techr)({o/gl,es such as end -to-end'encryption.be adapted to
support child” protectlon enforcement?

8. How*_can resoliitions énstire that mieasures intended to
protect children do not-unintentionally restrict their
aceess to beneficial information, éducation, or commumty
online? il

9. What mechanisms could realistically_)hbid states
accountable for implementing/digital child- safety:
commitments, given that mest current 1nternat10nal
instruments-are-non-binding? _ ' '

r 4
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United Nations - Child and Youth Safety Online

UNICEF - Child Online Protection

4 /
24 CyberTipline Dat
V4

,nter r M1s51

\ "'ls o *tl\e\?i)24 NCMEC ) ke
WeProtect Global Allian Q\ H1story and h‘1mséhp(e 7
. : ce:and-Mo me

Online Age Verification Laws by Country - Compar%e Overview

berTipline

eSafety Commissioner - Social Media Age Restrictions: Regulatory Guidance
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